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Machine Learning and Intelligent Monitoring for Detecting Suspicious Transactions
and Combating Money Laundering in the Era of Digital Banking

Abstract

Rule-based anti-money laundering (AML) systems, which rely on fixed amount and frequency thresholds,
struggle with the volume and complexity of digital banking transactions: they generate large numbers of false
alerts and miss multi-layer schemes such as rented bank accounts. This applied, quantitative-experimental study
compares four supervised models (logistic regression, decision tree, random forest and gradient boosting from
the XGBoost family) and two unsupervised methods (K-Means and isolation forest) with a rule-based system on
simulated transaction data (about 540,000 transactions over 90 days, roughly 1.5% suspicious; structuring,
money-mule pass-through and layering chains). Evaluation is chronological (training on early days, testing on
the final 27 days), uses imbalance-aware metrics and is repeated over five independent runs. The rule-based
system reached a mean F1 of about 0.135, with more than 91% of its alerts being false. Random forest and
gradient boosting reached F1 of about 0.86-0.87 and PR-AUC of about 0.93, with no significant difference
between them, whereas unsupervised methods were clearly weaker as stand-alone tools. In the main run, alert
volume fell by about 79% and false alerts by about 97%. The findings support a human-in-the-loop scoring
layer, explainability and model-drift monitoring. All figures come from simulated data and must be validated on
real bank data before generalisation.

Keywords: Anti-money laundering, Machine learning, Suspicious transaction detection, Digital banking,
Intelligent monitoring



